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 Reverse Engineering of raw diagnostic messages 

using custom “spy” tooling connected to the e.g., 

CAN bus whilst VM tester talks to the vehicle ECUs

 Raw diagnostic messages will be analyzed to 

interprete:

• Data Identifier

• Number of Bytes

• Data Type 

• Data conversion

• Text String(s)/Unit is copied from VM tester Display

• Etc.
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Current Aftermarket “Best Practices”
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 Order a certificate from VM for a vehicle type/model (all ECUs)

 Use VM tester with certificate to communicate to the vehicle 

ECUs

 Identify the vehicle’s system content and functionality

 Reverse Engineering of raw diagnostic messages using custom 

“spy” tooling connected to the e.g., CAN bus whilst VM tester 

talks to the vehicle ECUs will ONLY BE POSSIBLE if messages 

are NOT ENCRYPTED

 Above solution does NOT work for vehicles with encrypted 

diagnostic messages, e.g. UDS service 0x84 

SecuredDataTransmission
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Future Aftermarket “Best Practices” 
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 Buy certificate from VM

 Buy the enhanced diagnostic protocol and raw diagnostic data 

documentation from the VM

 Implement new authentication service and message 

encryption/decryption software

 Implement messages and data according to VM 

documentation

 Test against vehicle
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What are the Alternatives/Options for the 
Aftermarket for encrypted IVNs? – Alternative 1
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 Modify your VCI to become a SVI (Secured Vehicle 

Interface)

• Vehicle-specific IVN configuration to convert raw data into 
standardized format (ISO 13185-2 UGP: VIDF = Vehicle 
Interface Data Format)

• Implement ISO 13185-2 UGP (Unified Gateway Protocol) 
into your SVI and use any IP-connected test equipment 
incl. Smartphone, Tablet, … which communicates with 
your SVI via UGP

• Your SVI requires a vehicle-specific VIDF configuration to 
convert the standardized data format (integer) into 
readable data parameters
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What are the Alternatives/Options for the 
Aftermarket for encrypted IVNs? – Alternative 2
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Objective
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“One fits all” technical solution
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“One fits all” technical solution
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Security strategy on std. access to IVN data
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Description of Figure 1
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New vehicles w/ Apply Car Play or Android Auto
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Five reasons why choosing a mobile device
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VSG=SVI w/ Direct Access and V-ITS Station

07/2014
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Application and System Domain

1 Data Socket - Send configuration (VIDF, SD)
2 Data Socket - Data provided (by configuration)
3 Job Socket - Call to get, set or control explicit data
4 Job Socket - Reply of the call
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ISO TC-204 participants concerned with the state of TC22/TC204 collaborative 

development and the potential impact of ExVe adoption on the automotive 

aftermarket, formed an ad hoc workgroup to address the issue and overcome 

TC-22 WG6 objections.

 Scope & Objectives

 Define a single robust and fully secure technical solution using the ISO 

Secure Vehicle Interface (SVI) standards that’s viable for both vehicle 

manufacturers and aftermarket solution providers.

 Educate aftermarket technologists on the benefits of SVI vs ExVe and 

provide an easy way for these engineers to incorporate SVI in their 

solutions.

 Inform legislators about our technical solution and educate them on the 

potential consequences resulting from a lack of a SVI and relying solely on 

manufacturers to protect the vehicle population.
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ISO SVI V-ITS Task Force
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ISO 22900-2 defined in 2009 is the only international standard 

prescribing one set of access methods for data elements from an 

in-vehicle network. The absence of this led to product specific 

implementations which couldn’t be shared across the automotive 

and ITS industry.

ISO 13185-2 UGP specifies the functional consolidation of the 

various vehicle interfaces into a “single solution” concept for an 

“SVI” which shall be connected to the ITS Vehicle Station (which 

consists of a Vehicle Mobile Host and a Vehicle Mobile Router).
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A Single Standardized Solution Access Method
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Connection between Nomdic Device & SVI
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ISO 13185-2 UGP Service Cluster and Services
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UGP – Service Request and Indication 
primitives
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UGP - Messages
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UGP - GetSupportedData



Distribution, duplication, utilization and
communication of the content of this document are
strictly prohibited except with written permission. Offences
oblige to compensation. All rights in case of patent, utility
model or taste pattern registration reserved.

© Concepts & Services Consulting© Concepts & Services Consulting

V2.0

Page 22
5 Sept. 2017

<<CSC_EGEA_Security_Strategy_on_Std_Access_to_IVN_data_2017-
09-05.pptx>>



Distribution, duplication, utilization and
communication of the content of this document are
strictly prohibited except with written permission. Offences
oblige to compensation. All rights in case of patent, utility
model or taste pattern registration reserved.

© Concepts & Services Consulting© Concepts & Services Consulting

V2.0

Page 23
5 Sept. 2017

<<CSC_EGEA_Security_Strategy_on_Std_Access_to_IVN_data_2017-
09-05.pptx>>

VIDF Configuration Example
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VIDF config 1
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VIDF config 2
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VIDF config 3
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VIDF config 4
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VIDF config 5
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